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the FISMA categorization of the
information in a given cloud system.
The Email Archive Management
Records system is rated as a FISMA high
system. In accordance with Department
policy, systems that process more
sensitive information will require more
stringent controls and review by
Department cybersecurity experts prior
to approval. Prior to operation, all Cloud
systems must comply with applicable
security measures that are outlined in
FISMA, FedRAMP, OMB regulations,
NIST Federal Information Processing
Standards (FIPS) and Special
Publication (SP), and Department of
State policies and standards.

All data stored in cloud environments
categorized above a low FISMA impact
risk level must be encrypted at rest and
in-transit using a federally-approved
encryption mechanism. The encryption
keys shall be generated, maintained, and
controlled in a Department data center
by the Department key management
authority. Deviations from these
encryption requirements must be
approved in writing by the Authorizing
Official. Data in Email Archive
Management Records categorized at a
high FISMA impact risk level will
additionally be subject to continual
auditing and monitoring, multifactor
authentication mechanisms utilizing
PKI, NIST 800-53 controls concerning
virtualization, servers, storage and
networking as well as stringent
measures to sanitize data from the cloud
service once the contract is terminated.

RECORD ACCESS PROCEDURES:

Individuals who wish to gain access
to or to amend records pertaining to
themselves should write to U.S.
Department of State; Director, Office of
Information Programs and Services; A/
GIS/IPS; SA-2, Suite 8100; Washington,
DC 20522-0208. The individual must
specify that he or she wishes the Email
Archive Management Records to be
checked. At a minimum, the individual
must include: Full name (including
maiden name, if appropriate) and any
other names used; current mailing
address and zip code; date and place of
birth; notarized signature or statement
under penalty of perjury; a brief
description of the circumstances that
caused the creation of the record
(including the city and/or country and
the approximate dates) which gives the
individual cause to believe that the
Email Archive Management Records
include records pertaining to him or
her. Detailed instructions on
Department of State procedures for
accessing and amending records can be
found at https://foia.state.gov/Request/
Guide.aspx.

CONTESTING RECORD PROCEDURES:

Individuals who wish to contest
record procedures should write to U.S.
Department of State; Director, Office of
Information Programs and Services; A/
GIS/IPS; SA-2, Suite 8100; Washington,
DC 20522-0208.

NOTIFICATION PROCEDURES:

Individuals who have reason to
believe that this system of records may
contain information pertaining to them
may write to U.S. Department of State;
Director, Office of Information Programs
and Services; A/GIS/IPS; SA-2, Suite
8100; Washington, DC 20522-0208. The
individual must specify that he or she
wishes the Email Archive Management
Records to be checked. At a minimum,
the individual must include: Full name
(including maiden name, if appropriate)
and any other names used; current
mailing address and zip code; date and
place of birth; notarized signature or
statement under penalty of perjury; a
brief description of the circumstances
that caused the creation of the record
(including the city and/or country and
the approximate dates) which gives the
individual cause to believe that the
Email Archive Management Records
include records pertaining to him or
her.

EXEMPTIONS PROMULGATED FOR THE SYSTEM:

Pursuant to 5 U.S.C. 552a (j)(2),
records in this system may be exempted
from subsections (c)(3) and (4), (d),
(e)(1), (2), (3), and (e)(4)(G), (H), and (1),
and (f) of the Privacy Act.

Pursuant to 5 U.S.C. 552a (k)(1),
(K)(2), (K)(3), (k)(4), (K)(5), (k)(6), and
(k)(7), records in this system may be
exempted from subsections (c)(3), (d)(1),
(d)(2), (d)(3), (d)(4), (d)(5), (e)(2),
(e)4)(G), (e)(4)(H), (e)4)D), (1)(1), (D(2),
(£)(3), (H)(4), and (£)(5).

Any other exempt records from other
agencies’ systems of records that are
recompiled into this system are also
considered exempt to the extent they are
claimed as such in the original systems.

HISTORY:
None.

Mary R. Avery,

Senior Agency Official for Privacy, Senior
Advisor, Office of Global Information
Services, Bureau of Administration,
Department of State.

[FR Doc. 2017-26752 Filed 12-11-17; 8:45 am]
BILLING CODE 4710-24-P

SURFACE TRANSPORTATION BOARD
Release of Waybill Data

The Surface Transportation Board has
received a request from Neville Peterson

LLP on behalf of Trinity Industries, Inc.
(WB17-51—12/05/17) for permission to
use certain data from the Board’s 2016
Carload Waybill Sample. A copy of this
request may be obtained from the Office
of Economics.

The waybill sample contains
confidential railroad and shipper data;
therefore, if any parties object to these
requests, they should file their
objections with the Director of the
Board’s Office of Economics within 14
calendar days of the date of this notice.
The rules for release of waybill data are
codified at 49 CFR 1244.9.

Contact: Alexander Dusenberry, (202)
245-0319.

Jeffrey Herzig,

Clearance Clerk.

[FR Doc. 2017-26674 Filed 12—11-17; 8:45 am]
BILLING CODE 4915-01-P

DEPARTMENT OF TRANSPORTATION
Federal Aviation Administration

Notice of Opportunity for Public
Comment on a Land Use Change From
Aeronautical to Non-Aeronautical Use
for 419 Acres of Airport Land for Solar
Farm Use at Sanford Seacoast
Regional Airport, Sanford, ME

AGENCY: Federal Aviation
Administration (FAA), DOT.

ACTION: Request for public comments.

SUMMARY: Notice is being given that the
FAA is considering a request from the
Sanford Seacoast Regional Airport, to
change the current land use from
aeronautical use to non-aeronautical use
of 419 acres of land. The parcels are
located along the southwesterly side of
Runway 07/25, the northerly end of
Runway 25 and in a portion of the
infield area between Runway 07/25 and
Runway 14/32. There is adequate
developable area on the airport to meet
the future twenty year need for
projected activity and the Airport
Layout Plan was updated with a Pen
and Ink change to designate the parcels
for non-aeronautical use. The airport
will obtain fair market value for the
lease of the land and the income derived
from this lease will be placed in the
airport’s operation and maintenance
funds for the facility.

DATES: Comments must be received on
or before January 11, 2018.

ADDRESSES: You may send comments
using any of the following methods:

e Federal eRulemaking Portal: Go to
http://www.regulations.gov, and follow
the instructions on providing
comments.
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